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Executive summary 
The exchange of communication between aircraft and ground or in-between aircraft will evolve to 
develop the SESAR capability levels. These exchanges will require more advanced functionalities, 
different categories of quality of service and will be area dependent (e.g. the volume of exchange in 
an airport will be significantly different than in en-route). 
The future SESAR amendments will require an implementation of the new communication systems on 
board the aircraft. However, current communication systems will or may still be needed, at least 
during the transition phases, to operate legacy exchanges. 
 
This document specifies the high level safety and performance requirements relating to the aircraft 
systems, ground systems, air-ground communication service provisions, flight crew and controller. 
These aircraft systems high level requirement are allocated to aircraft subsystems, namely end 
system, routing system and communication system of the aircraft. 
 
This document is based on safety and performance analysis provided by the Eurocae/RTCA. 
 
The derived requirements (safety and performance) are relevant to the different airspaces as airport 
domain, approach domain, continental en-route domain and oceanic en-route domain for the datalink. 
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1 Introduction 

1.1 Purpose of the document 
This document presents an analysis of security, safety and performances requirements which could 
be applicable to the Iris Precursor system as an enabler for ATC Datalink services. 
The security analysis has been performed by Inmarsat under ESA Iris Precursor project. The project 
SESAR 15.2.5 members was involved for review. 
The safety and performances analysis is done in the frame of the SESAR project 15.2.5 which aims at 
developing and validating the Iris Precursor system. The analysis will be on all data link services even 
if the project 15.2.5 is limited to the 4D TRAD services. 
This document is based on a detailed analysis of Safety and Performance Requirements 
documentation developed by the Eurocae/RTCA. The ED228 document is used to provide the 
capability for users and providers to support validation activities associated with the data 
communications needs of future Air Traffic Management concepts e.g., Next Generation Air 
Transportation System (NextGen) and Single European Sky Air Traffic Management Research 
(SESAR) initiatives. As such, issues such as multilink and volume requirement (capacity) are 
considered to be out-of-scope of the performed safety analysis. 

The requirements identified are then further apportioned to the different boxes taking part to the Iris 
Precursor system.  

 

1.2 Intended readership 
This document can be used by manufacturers developing Iris Precursor systems and service 
providers who could operate such system.  
Since Iris Precursor can be used for ATC DATALINK services, manufacturers shall pay attention to 
the Safety and Regularity of flight objectives which are related to such type of services. 
In this document, manufacturers and service providers will get a list of ATC DATALINK services which 
could be supported by the Iris Precursor systems and allow deriving Safety and Performance 
recommendations. 
 

1.3 Background 
The used methodology is the same as those used in the SESAR 9.44 document [2] relating to the 
Means of communication systems. In comparison with the work performed in SESAR 9.44, this 
document extends the initial analysis to cover DATALINK services in all A/C phases. The scope of 
this document concerns the Iris Precursor service which will provide air-ground communications for 
initial 4D flight path control by 2018, used in all airspaces (APT, TMA, ENR-1 and ENR-2). 
 

1.4 Structure of the document 
This document is structured as follows:  

• Chapter 1: introductory chapter. 
• Chapter 2: definition of the considered environment (DATALINK) and DATALINK services for 

the FHA. 
• Chapter 3: description of the methodology. 
• Chapter 4: DATALINK communication FHA. 
• Chapter 5: Safety and performance requirements applicable to the communication airborne 

system 
• Chapter 6: Safety and performance requirements applicable to the communication ground 

system 
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o Utilization: The DLIC service is executed prior to any other addressed DATALINK
service. 

o Application: This service uses CM application.

• ACM (ATC Communication Management)
o Definition: This service provides automated assistance to the flight crew and current

and next controllers for conducting the transfer of ATC communications.
o Utilization: The ACM service is intended to be used in all phases of flight and surface

operations
o Application: This service uses CPDLC application.

• CRD (Clearance Request and Delivery)
o Definition: This service supports operational ATC data communication (clearance

request, delivery and response) between the flight crew and the ground
system/controller of the current data authority ATSU. 

o Utilization: This service is intended to be used in all phases of flight.
o Application: This service uses CPDLC application.

• IER (Information Exchange and Reporting)
o Definition: This service provides the capability for the ATSU system/controller and

airborne system/flight crew to exchange information (reports/confirmation messages,
automatic report provided by aircraft, request for information on expected 
clearances...).  

o Utilization: This service can be used in all phases of flight.
o Application: This service uses CPDLC and ADS-C application.
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• AMC (ATC Microphone Check)
o Definition: This service provides controllers with the capability to uplink an instruction to

an aircraft in order for the flight crew to check that the aircraft is not blocking a given
voice channel. 

o Utilization: The AMC service is intended to be used in all phases of flight.
o Application: This service uses CPDLC application.

• PR (Position Reporting)
o Definition: This service provides the controller with the capability to obtain position

information from the aircraft.
Additionally, the position report includes complementary information such as current 
speed information (air and ground speeds), the current meteorological information 
(aircraft’s wind, temperature, turbulence, and humidity information) and the projected 
route (next and next + 1 waypoints). 

o Utilization: This service is performed only during ENR-2 operations.
o Application: This service uses ADS-C application.

• DCL (Departure Clearance)
o Definition: This service provides automated assistance for requesting and delivering

departure clearances.
o Utilization: This service is intended for use during the surface departure phase of

operation.
o Application: This service uses CPDLC application.

• D-TAXI (DataLink Taxi)
o Definition: The D-TAXI service supports operational ATC data communication between

the flight crew and the ground system/controller of the Current Air Traffic Service Unit
(C-ATSU).The D-TAXI service uses CPDLC messages for requesting D-TAXI 
clearance and information delivery, request, and response. 

o Utilization: The D-TAXI service is intended for use during ground operations, and while
the aircraft is approaching the airport.

o Application: This service uses CPDLC application.

• 4D-TRAD (4-Dimensional Trajectory Data Link)
o Definition: The 4DTRAD service enables the negotiation and synchronization of

trajectory data between ground and air systems.  This includes the exchange of 4-
dimensional clearances and intent information such as lateral, longitudinal, vertical 
and time or speed (including uplinked constraints specified as cleared speed / time 
constraints which can be issued as a part of a route clearance).  

o Utilization: During the pre-departure, the 4D-TRAD trajectory is loaded in the Flight
Management System automatically. The proposed 4-D trajectory portion will be used
later in the flight to facilitate negotiation of the aircraft’s final 4-D trajectory 

o Application: The 4DTRAD service uses CPDLC for exchange of 4D clearances; and
ADS-C for acquiring trajectory data from the aircraft by the 4DTRAD service provider.

• ITP (In Trail Procedure)
o Definition: This service allows a controller to approve an altitude change request that

would climb or descend through the altitude of an aircraft separated 15NM or greater
along the same track during the procedure. 

o Utilization: This service is performed only during ENR-2 operations.
o Application: This service uses CPDLC application.

• OCL (Oceanic Clearance)
o Definition: This service provides flight crews the capability to request and obtain

oceanic clearances from ATSUs that are not yet in control of the aircraft.
o Utilization: This service can be used in all phases of flight.
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o Application: This service uses CPDLC application.
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• the different failures that could lead to this Abnormal Event 
• the combination of failures that must occurs to lead to this Abnormal Event 

 
The failures are identified on the black boxes defined previously. 
 

3.2.3 Allocation of Components Requirements 
This task consists in performing the allocation of Components Requirements on the different black 
boxes identified previously. 
In order to perform this allocation, a fault tree is constructed, for each Abnormal Event, presenting all 
potential contributors for this Abnormal Event (potential contributors have been identified during the 
previous task). Then, components requirements are allocated to each contributor. These components 
requirements can be: 

• Quantitative requirements on hardware components. These requirements are derived from the 
Iris Precursor Safety Requirements. If these quantitative requirements seem impossible to 
reach, design requirements could be defined (redundancies…) 

• Assurance Level on software components. These requirements are derived from the severity of 
the Operational Hazard to which the Abnormal Events contributes. The methodology for the 
allocation of Assurance Level will be detailed later. 

• Qualitative requirements corresponding to the environment assumptions (monitoring, 
surveillance). 

 
The results of this task are presented in §5. 
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Table 6: List of External Mitigation Means considered for the identification of Operational 
Hazards 

 

4.1.1.3 Identification of all Operational Hazards associated to each 
Abnormal Event 

This sub-task consists in identifying all the Operational Hazards to which each Abnormal Event leads, 
depending on the Context of Use and on the External Mitigations Means success or failure. 
Operational Hazards are identified by systematically applying the different Contexts of Use to the 
Abnormal Events and evaluating the associated consequences depending on External Mitigation 
Means success or failure. 
A list of Operational effects has been established by the ED228 for the different data link application 
(CPDLC and ADS). This list was established through expert consensus.  
An Abnormal Event can lead to some of these ED228 Operational Hazards and eventually to new 
Operational Hazards that were not identified by ED228. 
The list of Operational Effects will be referenced as follow: “OH_XX_YY_ZZ: xxxx”  

• XX identify the kind of OH “ED228” for the OH already identified in ED228 and “NEW” for the 
new OH; 

• YY identify the application concerned by the OH: “CPDLC”, “ADSC”, or “ALL” if all the 
applications are involved simultaneously in an OH; 

• ZZ: reference number of the OH. For the ED228 OH, the same number than in ED228 
document is used; 

• xxxx title of the OH. 
 
The table associated to this systematic methodology is presented in Appendix B. 
The results of this methodology are:  

• Iris Precursor failures can lead to 16 “ED228 Operational Hazards”: 

o 8 CPDLC Operational Hazards: 

 OH_ED228_CPDLC_01: Loss of CPDLC capability [single aircraft]; 

 OH_ED228_CPDLC_02d: Detected loss of CPDLC capability [multiple aircraft]; 

 OH_ED228_CPDLC_02u: Undetected loss of CPDLC capability [multiple 
aircraft]; 

 OH_ED228_CPDLC_03d: Detected reception of a corrupted CPDLC message 
[single aircraft]; 

 OH_ED228_CPDLC_03u: Undetected reception of a corrupted CPDLC 
message [single aircraft]; 

OH_ED228_CPDLC_05d: Detected reception of an unintended CPDLC 
message [single aircraft]; 

 OH_ED228_CPDLC_05u: Undetected reception of an unintended CPDLC 
message [single aircraft]; 

OH_ED228_CPDLC_07: Unexpected interruption of a CPDLC transaction 
[single aircraft]; 

o 8 ADS-C Operational Hazards: 

 OH_ED228_ADSC_01d: Detected loss of ADS-C capability [single aircraft]; 

 OH_ED228_ADSC_01u: Undetected loss of ADS-C capability [single aircraft]; 

 OH_ED228_ADSC_02d: Detected loss of ADS-C capability [multiple aircraft]; 

 OH_ED228_ADSC_02u: Undetected loss of ADS-C capability [multiple aircraft]; 
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 OH_ED228_ADSC_03d: Detected reception of a corrupted ADS-C message 
[single aircraft]; 

 OH_ED228_ADSC_03u: Undetected reception of a corrupted ADS-C message 
[single aircraft]; 

 OH_ED228_ADSC_05: Reception of an unintended ADS-C message [single 
aircraft]; 

 OH_ED228_ADSC_07: Unexpected interruption of an ADS-C transaction 
[single aircraft]; 

• Iris Precursor failure can lead to 3 “New Operational Hazards”: 

o OH_NEW_ALL_01: Failure to exchange any message with a single aircraft (detected); 

o OH_NEW_ALL_02d: Failure to exchange any message with more than one aircraft 
(detected); 

o OH_NEW_ALL_02u: Failure to exchange any message with more than one aircraft 
(undetected); 

 
For the ED228 Operational Hazards, definition of associated Safety Objective has already been 
performed by ED228. For the new Operational Hazards, the evaluation of the severity and the 
definition of associated safety objective are performed in the two following paragraphs.  
 

4.1.1.4 Evaluation of severity associated to new Operational Hazards 
This sub-task consists in evaluating the effects associated to new Operational Hazards and in 
proposing a severity for these Operational Hazards. Consistent with ED228 analysis, the ED-78 
Hazards Classification Matrix (see Appendix A) is used to evaluate the severities. 
This sub-task is carried out in comparison with the severities that have been attributed by ED228. If a 
“new OH” has the same effects than a “ED228 OH” and the same mitigation means, the same 
severity is attributed to this OH. If a “new OH” has the same effect than a “ED228 OH” and if it hasn’t 
the same mitigation means, a more severe classification might be allocated on this “new OH”. 
 
Four new hazards have been identified during the previous task:  

• OH_NEW_ALL_01: Failure to exchange any message with a single aircraft (detected). 
• OH_NEW_ALL_02d: Failure to exchange any message with more than one aircraft (detected). 
• OH_NEW_ALL_02u: Failure to exchange any message with more than one aircraft 

(undetected). 
 

- ASSUMP_IPr_06: Simultaneous loss of all applications (CPDLC and ADS-C) for one aircraft is 
not more critical that independent failure of each application for one aircraft. 
Justification: This assumption seems coherent because Datalink application has never been 
considered as a reduction mean to mitigate the loss of another application. For example, 
OH_ED228_CPDLC_01 (failure to exchange CPDLC messages with a single aircraft) is not 
mitigated by the utilization of ADS-C. 

 

•OH NEW ALL 01: Failure to exchange any message with a single aircraft (detected) 

This Operational Hazard is a combination of Operational Hazards: 
• OH_ED228_ADSC_01d: Detected loss of ADS-C capability [single aircraft] (SC4); 
• OH_ED228_ADSC_01u: Undetected loss of ADS-C capability [single aircraft] (SC3) 
• OH_ED228_CPDLC_01: Loss of CPDLC capability [single aircraft] (SC4); 

Severities of all these Operational Hazards have been determined by evaluating their effects on the 
overall ATM system.  
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For CPDLC messages, in case of unavailability of longer duration, when initiating a message, the 
initiator detects the system fails to send the message. At the time of detection, the initiator reverts to 
voice communication in order to settle the open dialogue. All subsequent dialogues will be initiated by 
voice.  
This leads to a slight increase in controller and flight crew workload and to a slight reduction in aircraft 
functional capabilities: SC4. 
 
For ADS messages, when initiating an ADS-C contract request, the controller detects that the ground 
system fails to send the message. In case of a demand or periodic contract, if the aircraft system fails 
to send ADS-C report(s), the controller will detect it. For an event contract, the controller may detect 
the loss of ADS-C capability depending on the type of event. 
The detected loss of ADS-C capability leads to a slight reduction in safety margins and separation: 
SC4. 
The undetected loss of ADS-C capability leads to a significant reduction in safety margins and 
separation: SC3. 
 
 This new operational hazard has a severity class 3 (SC3). 
 

• OH NEW ALL 02d: Failure to exchange any message with more than one aircraft 
(detected) 

This Operational Hazard is a combination of Operational Hazards: 
• OH_ED228_ADSC_02d: Detected loss of ADS-C capability [multiple aircraft] (SC4); 
• OH_ED228_ADSC_02u: Undetected loss of ADS-C capability [multiple aircraft] (SC3); 
• OH_ED228_CPDLC_02d: Detected loss of  CPDLC capability [multiple aircraft] (SC4); 
• OH_ED228_CPDLC_02u: Undetected loss of CPDLC capability [multiple aircraft] (SC3); 

 

- ASSUMP_IPr_03: This event includes the combination between one system detected loss of 
capability and the other system undetected loss of capability. 
Justification: the undetected loss of one system can occur after the detected loss of the other 
system and leading to a undetected failure to exchange any message with more than one 
aircraft until the more or less longer detection by the controller. 

 
For CPDLC messages, in case of unavailability of longer duration, when initiating a message, the 
initiator detects the system fails to send the message. At the time of detection, the initiator reverts to 
voice communication in order to settle the open dialogue. In the worst case of non-employment of a 
Standby System, all subsequent dialogues with the effected aircraft are exchanged using voice. 
This may lead to a significant increase in controller workload due to reversion to voice communication 
and number of impacted aircraft and a slight increase in flight crew workload. It may have a significant 
reduction in safety margins and separation: SC3. 
 
For ADS messages, when initiating an ADS-C contract request, the controller detects that the ground 
system fails to send the message. In case of a demand or periodic contract, if two or more aircraft 
systems fail to send ADS-C reports, the controller will detect it. For event contracts, the controller may 
detect the loss of ADS-C capability depending on the type of event. 
From the ground viewpoint, the IER service cannot be used with two or more aircraft. Less 
predictability, using EPP, is causing for several aircraft an extra burden for the controller because in 
normal circumstances he relies on the EPP to obtain better predictability crosschecking or route 
conformance checking. 
This may lead to a significant reduction in safety margins and separation: SC3. 
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 This new operational hazard has a severity class 3 (SC3). 
 

•OH NEW ALL 02u: Failure to exchange any message with more than one aircraft 
(undetected) 

This Operational Hazard is a combination of two Operational Hazards: 
• OH_ED228_ADSC_02u: Undetected loss of ADS-C capability [multiple aircraft] (SC3); 
• OH_ED228_CPDLC_02u: Undetected loss of CPDLC capability [multiple aircraft] (SC3); 

 

For CPDLC messages, the undetected capability loss leads to a significant reduction in safety 
margins and separation: SC3. 
 
For ADS messages, the undetected capability loss leads to a significant reduction in safety margins 
and separation: SC3. 
 
 This new operational hazard has a severity class 3 (SC3). 
 

4.1.1.5 Definition of Safety Objectives associated to new Operational 
Hazards 

This sub-task consists in defining the safety objectives associated to “new OH”. In order to perform 
the allocation of Iris Precursor Safety Requirements (cf. § 3.1.1.2), it is necessary to determine the 
safety objectives associated to all Operational Hazards, even those not identified by ED228. 
The same methodology than in ED228 is applied for this definition: the Safety Objective is linked to 
the severity attributed to the Operational Hazard. 
 

• OH NEW ALL 01: Failure to exchange any message with a single aircraft (detected) 

This new Operational Hazard is classified with a severity 3 (SC3). 
As described previously, this severity is mainly driven because this hazard can lead to a “detected 
loss of CPDLC and ADS-C capability for one aircraft” (OH_ED228_CPDLC_01 and 
OH_ED228_ADSC_01). 
The following safety objectives are allocated in WG78 Safety Analysis: 

• OH_ED2288_ADSC_01d – Safety Objective: 1.0 10-3 /FH; 
• OH_ED228_ADSC_01u – Safety Objective: 1.0 10-5 /FH; 
• OH_ED228_CPDLC_01 – Safety Objective: 1.0 10-3 /FH. 

Consequently, the most stringent of these two safety objectives is used for a failure to use any 
application. 

 Safety Objective for OH_NEW_ALL_01 is 1.0 10-5 /FH 

 

• OH NEW ALL 02d: Failure to exchange any message with more than one aircraft 
(detected) 

This new Operational Hazard is classified with a severity 3 (SC3). 
As described previously, this severity is mainly driven because this hazard can lead to a “loss of 
CPDLC and ADS-C capability for more than one aircraft” (OH_ED228_CPDLC_02 and 
OH_ED228_ADSC_02). 
 
The following safety objectives are allocated in WG78 Safety Analysis: 

• OH_ED228_ADSC_02d – Safety Objective: 1.0 10-3 /H; 
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• OH_ED228_ADSC_02u – Safety Objective: 1.0 10-5 /H; 
• OH_ED228_CPDLC_02d – Safety Objective: 1.0 10-3 /H; 
• OH_ED228_CPDLC_02u – Safety Objective: 1.0 10-5 /H. 

Consequently, the most stringent of these two safety objectives is used for a failure to use any 
application. 

 Safety Objective for OH_NEW_ALL_02d is 1.0 10-5 /H 

 

• OH NEW ALL 02u: Failure to exchange any message with more than one aircraft 
(undetected) 

This new Operational Hazard is classified with a severity 3 (SC3). 
As described previously, this severity is mainly driven because this hazard can lead to a “loss of 
CPDLC and ADS-C capability for more than one aircraft” (OH_ED228_CPDLC_02u and 
OH_ED228_ADSC_02u). 
 
The following safety objectives are allocated in WG78 Safety Analysis: 

• OH_ED228_ADSC_02u – Safety Objective: 1.0 10-5 /H; 
• OH_ED228_CPDLC_02u – Safety Objective: 1.0 10-5 /H. 

Consequently, the most stringent of these two safety objectives is used for a failure to use any 
application. 

 Safety Objective for OH_NEW_ALL_02u is 1.0 10-5 /H 
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4.1.2 Identification / definition of relevant AC and ATSU Safety Requirements 

4.1.2.1 Identification of relevant AC and ATSP Safety Requirement from ED228 Operational Hazards 
As mentioned previously, for all Operational Hazards identified by the ED228, an allocation of safety requirements has already been performed on the 
different components of the ATM system: Flight Crew, Aircraft System and Air Traffic Service Provider (ATSP). Consequently, this task consists in identifying, 
in the allocation fault tree of the ED228, all the safety requirements that are relevant for Iris Precursor. 
Iris Precursor is split between Aircraft System and ATSP. So, the relevant Safety Requirements are the requirements allocated to Aircraft system or ATSP 
and that concerns the exchange of message between ground and aircraft. 
 
The tables of this paragraph have been built as follow: 

• OH columns: 
o OH Ref: identify the OH issued from the ED228 document; 
o Severity: identify the severity associated of the studied OH (issued from ED228 document); 
o SO: identify the safety objective associated of the studied OH; 

• Cause columns: 
o Cause Ref: identify the high level safety requirement identified in the ED228 document (tables B-7 and C-7 (ADS-C and CPDLC OSA)); 
o Part: identify the ATM system component associated to the cause ref; 
o Failure: identify the type of failure associated to the cause ref (unavailable, corruption, misdirection, generation of spurious, …); 

• SR columns: The list of relevant ED228 Safety Requirements will be referenced as follow: “SR-XX-YY-ZZ: xxxx” 
o XX-YY-ZZ constitutes the reference of the cause in the ED228 fault tree: 

 XX: identify the part on which the safety requirement is allocated : “FC” for Flight Crew, “AC” for Aircraft System or “GD” for ATSP; 
 YY: identify the application associated to the fault tree : “ADSC” or “CPDLC”; 
 ZZ : is a reference number of safety requirement; 

o xxxx: title of the ED228 Safety Requirement. 
 
The following chapters present the relevant safety requirements defined from each ED228 OH identified in § 4.1.1.3. 
 

4.1.2.1.1 OH_ED228_ADSC_01d 
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The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of 
this hazard shall be no greater than 1 10-3 per flight hour. 
The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard. 
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4.1.2.2 Definition AC and ATSP Safety Requirement from Operational Hazards 
This sub-task consists in performing the allocation of the Safety Objectives associated to Operational Hazards on the different contributors. 
This allocation includes two steps:  

• For each Operational Hazard, a fault tree is constructed identifying all potential contributors for this Operational Hazard (including AC and ATSP 
failures). Safety Requirements are defined by allocating the Safety Objective on the different contributors. ED228 document is used as references to 
determine the values that can reasonably be allocated on the different contributors.  

• For each Operational Hazard, relevant Safety Requirements are identified amongst all the safety requirements Iris Precursor System is split between 
Aircraft System and Ground System. So, the relevant Safety Requirements are the requirements allocated to Aircraft system or Ground system and 
that concerns the exchange of message between ground and aircraft.  

 
The tables of this paragraph have been built as follow: 

• OH columns: 
o OH Ref: identify the OH issued from the ED228 document; 
o Severity: identify the severity associated of the studied OH (issued from ED228 document); 
o SO: identify the safety objective associated of the studied OH; 

• Cause columns: 
o Cause Ref: identify the safety requirement identified in the associated fault tree; 
o Part: identify the ATM system component associated to the cause ref; 
o Failure: identify the type of failure associated to the cause ref (unavailable, corruption, misdirection, generation of spurious, …); 

• SR columns: The list of new relevant Safety Requirements is referenced as follow: “SR-WWWW-XX-YY-ZZ: xxxx”: 
o WWWW: identify the origin of the safety requirement: “E228” for ED228 OH and “NEW” for the new OH; 
o XX: identify the part on which the safety requirement is allocated: “AC” for Aircraft System, and “GD” for Ground System; 
o YY: identify the application associated to the fault tree : “ADSC” or “CPDLC” or “ALL”; 
o ZZ: is a reference number of the safety requirement; 
oxxxx: title of the New Safety Requirement. 

 
The following chapters present the relevant safety requirements defined from each OH identified in § 4.1.1.3. 
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The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety 
Requirements 
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4.2 Definition of Aircraft, ACSP and ATSU Performance 
Requirements 

4.2.1 Identification of relevant Performance Requirements in ED228 
document 

This task consists in identifying, in the ED228 Performance Analysis, the performances requirements, 
that could be relevant for Iris Precursor (that means requirements allocated to Aircraft, ACSP or ATSU 
and that concerns the exchange of message between ground and aircraft). 
 
ED228 identify performances requirements in terms of:  

• Integrity: ED228 Performance Analysis defines end-to-end integrity requirements, for each data 
link application. These requirements are directly extracted from ED228 Safety Analysis. There 
is no specific integrity requirement from a purely performance point of view. 

Consequently, these integrity requirements have already been considered during the safety 
analysis (cf. § 4.1) and it is not necessary to consider them again.  

 

• Availability. ED228 Performance Analysis defines end-to-end availability requirements, for each 
DATALINK application. These availability requirements are expressed in terms of “overall 
availability” and “availability of provision”. 
ED228 Performance Analysis then derives these end-to-end availability requirements on the 
different CNS/ATM components (Aircraft, ACSP and ATSU) using the following formula:  

AAA PROVISIONATSUACSP ==  And 
AA

AA
ATSUACSP

AIRCRAFT *
=  

Availability is defined for each ATM component as the following ratio 

∑+
=

MTTRMTBF
MTBFA  , expressed in percentage. 

 
• Transaction Time (TT). ED228 Performance Analysis defines end-to-end timing requirements, 

for each data link application. These timing requirements are expressed in terms of: 
o Nominal Transaction Time (TT95): it defines the time at which 95 percent of all 

transactions, that are initiated, are completed; 
o Maximum Transaction Time (TTMAX): it defines the maximum acceptable transaction 

time after which the initiator is required to revert to an alternative procedure. This 
duration is associated with the probability, corresponding to the continuity target (cf. 
below). In the case, an expiration time is used; this time is referred to as expiration 
time (TTET). 

Timing requirement are defined for each function of each application: a RxP specification 
(Required Communication or Surveillance Performance) is defined for each function with a 
specific end-to-end timing requirement, expressed in seconds. 
ED228 Performance Analysis then derives these end-to-end timing requirements on the 
different CNS/ATM components (Composition by the pilot, recognition by the controller, 
Aircraft, ACSP and ATSU), using statistical allocation. This allocation methodology leads to 
larger duration on the different components than the classical arithmetic allocation. 
 

• Continuity: ED228 Performance Analysis defines end-to-end continuity requirements, for each 
data link application. Continuity is associated with the required level of efficiency or usability 
of the data communications system. It is defined as the probability that a transaction 
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Table 47: Selected AC, ATSP, ACSP and ATSU Requirements  
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Loss of datalink
capability

100 E-05/FH

FC1

Loss of Datalink capablity
due to End System

3.33 E-06/FH

Loss_Data_End_System

Loss of Datalink capability due to
Communication system

3.33 E-06/FH

Loss_Data_Communication_System

Loss of Datalink capability due
to Routing System

3.33 E-06/FH

Loss_Data_Routing_System

 
Figure 29 : Loss of AC datalink capability fault tree. 

 

The following Safety Requirements have been identified to be applicable to the End System: 

• SR-ES-01: the likelihood that the datalink End System is unavailable shall be less than 3.33 E-06/FH, 

• SR-ES-02: the likelihood that the loss of ADS-C aircraft systems is detected shall be less than  
5.00 E-04/FH, 

• SR-ES-03: the likelihood that the loss of ADS-C aircraft systems is undetected shall be less than  
5.00 E-06/FH, 

• SR-ES-04: the likelihood that the CPDLC aircraft system is unavailable shall be less than 5.00 E-04/FH. 

 

The following Safety Requirement has been identified to be applicable to the Routing System: 

•  SR-RS-01: the likelihood that the Datalink Routing System is unavailable shall be less than  
3.33 E-06/FH, 

 

The following Safety Requirements have been identified to be applicable to the Communication 
System: 

•  SR-CS-01: the likelihood that the Datalink Communication System is unavailable shall be less than 
3.33 E-06/FH, 

 

5.2.2.3 Erroneous datalink message 
The safety requirements regarding availability of aircraft communication systems are: 

•  SR-AC-34: the likelihood of the detected corruption of a message [single aircraft] due to aircraft systems 
shall be less than 2.50E-04/FH. 

•  SR-AC-41: the likelihood of the undetected corruption due to incorrect data [single aircraft] provided by the 
aircraft systems shall be less than 2.50E-06/FH. 

•  SR-AC-42: the likelihood of the undetected corruption of a message [single aircraft] due to aircraft 
systems shall be less than 2.50E-06/FH. 

•  SR-AC-48: the likelihood that the AC systems provide incorrect data [single aircraft] shall be less than 
 2.50E-04/FH. 

 

The potential causes for this failure condition to occur are: 
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• The End System is unable to detect a corrupted message. 

• The End System corrupts the message, after having checked the end to end integrity, when 
processing it. 

• The Routing System corrupts a message. 

• The Communication System corrupts a message. 

 

The figure below provides the fault tree for this failure condition and allocation to the system 
components (the chosen repartition is 1% undetected and 99% detected, equipartition between 
Aircraft System and incorrect data provided by aircraft system and 59.6% for end system, 20.2%for 
routing system and 20.2% for communication system): 

Erroneous datalink
message

1.00 E-03/FH

FC2

Detected erroneous
datalink message

9.90 E-04/FH

Det_Err_DL_Message

Corruption of datalink
message due to
Aircraft System
495 E-04/FH

Corrupt_AC_System

Corruption of the datalink
message due to incorrect
data provided by Aircraft

Systems
4.95 E-04/FH

Corrupt_Incor_AC_System

Detected dataink message
corrupted by the Routing

System
1.00 E-04/FH

Corruption_Routing_System

Detected dataink message
corrupted by the End

System
295 E-04/FH

Corruption_End_System

Detected datalink message corrupted
by the Communication System

100 E-04/FH

Corruption_Communication_System

Corrupted datalink message due
to incorrect data provided by end

system
2.95 E-04/FH

Corruption_Incor_End_System

Corrupted dataink message due to
incorrect data provided by routing

system
1.00 E-04/FH

Corruption_Incor_Routing_System

Corrupted dataink message due to incorrect
data provided by communication system

1.00 E-04/FH

Corruption_Incor_Communication_System

Undetected erroneous
datalink message

1.00 E-05

Undet_Err_DL_Message

 
Figure 30 : AC Erroneous DATALINK message fault tree (1/2). 

 
Undet_Err_DL_Message

Undeeted dataink message
corrupted by the End System

.90 E-06FH

Undet_Corupt_End_Sysem

Undetected erroneous
dataink message

100 E-05

Undet_Er_DL_Message

Undetected Corupted dataink
message due to incorrect daa

povided by end system
.90 E-06FH

Undet_Corupt_Incor_End_Sysem

Corrupion of the datalink
message due o incorrect data
provded by Aircrat Sysems

95 E-0/FH

Corupt_Incor_AC_Sysem_2

Coruped dataink message due
to incorect daa provded by end

sysem
295 E-0/FH

Corrupton_Incor_End_Sysem

Coruped dataink message due o
incorect daa provded by rouing

system
100 E-0/FH

Corrupion_Incor_Routing_Sysem

Corruped datalink message due to incorect
daa provded by communcaton sysem

1.00 E0/FH

Corupton_Incor_Communcaton_System

Undeeted corupion of the
datalink message due to incorect
daa provded by Aircrat systems

1.00 E-07FH

Undet_Corrup_Incor_AC_System

Loss of End System Corrupton
Deecton Mean
2.00 E0/FH

Corupton_Det_Mean_Falure

Undeeced corupion of the
daalink message due to Aircat

Systems
100 E-07FH

Undet_Corup_DL_AC_System

Corupion of dataink
message due to Aircrat

Sytem
95 E-0/FH

Corupt_AC_System_2

Deteced dataink message
corrupted by the Routing

Sysem
100 E-0/FH

Corupion_Rouing_System

Deteced dataink message
corruped by the End

Sytem
295 E-0/FH

Coruption_End_Sysem

Deected dataink message corupted
by the Communicaion Sysem

1.00 E-0 FH

Corupton_Communicaion_Sysem

Loss of End System Corrupton
Deecton Mean
2.00 E0 FH

Corupion_Det_Mean_Failure

 
Figure 31 : AC Erroneous DATALINK message fault tree (2/2). 

 

The following Safety Requirements have been identified to be applicable to the End System: 
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•  SR-ES-05: the likelihood that the DATALINK End System corrupts DATALINK message (downlink or 
uplink) shall be less than 2.95 E-04/FH, 

•  SR-ES-06: the likelihood that the corruption of a datalink message (downlink or uplink) due to incorrect 
data provided by the End System shall be less than 2.95 E-04/FH, 

•  SR-ES-07: the likelihood that the DATALINK End System fails to detect a corrupted message (downlink or 
uplink) shall be less than 2.00 E-04/FH, 

• SR-ES-08: the likelihood of an undetected corrupted datalink message (downlink or uplink) due to the End 
System shall be less than 4.90 E-06/FH. 

•  SR-ES-09: the likelihood of an undetected corrupted datalink message (downlink or uplink) due to 
incorrect data provided by the End System shall be less than 4.90 E-06/FH, 

 

The following Safety Requirements have been identified to be applicable to the Routing System: 

•  SR-RS-02: the likelihood that the Routing System corrupts datalink message (downlink or uplink) shall be 
less than 1.00 E-04/FH. 

• SR-RS-03: the likelihood that the corruption of a datalink message (downlink or uplink) due to incorrect 
data provided by the Routing System shall be less than 1.00 E-04/FH, 

 

The following Safety Requirements have been identified to be applicable to the Communication 
System: 

•  SR-CS-02: the likelihood that the Communication System corrupts datalink message (downlink or uplink) 
shall be less than 1.00 E-04/FH, 

•  SR-CS-03: the likelihood that the corruption of a datalink message (downlink or uplink) due to incorrect 
data provided by the Communication System shall be less than 1.00 E-04/FH. 

 

5.2.2.4 Unexpected datalink message 
The safety requirements regarding availability of aircraft communication systems are: 

• SR-AC-33: the likelihood of a delayed message [single aircraft] due to aircraft systems shall be less than 
1.40 E-04/FH, 

• SR-AC-35: the likelihood of the detected delay of a message [single aircraft] due to aircraft systems shall be 
less than 1.40 E-04/FH, 

• SR-AC-36: the likelihood of the detected generation of a spurious message [single aircraft] due to aircraft 
systems shall be less than 7.00 E-05/FH, 

• SR-AC-37: the likelihood of the detected misdirection of a message [single aircraft] due to aircraft systems 
shall be less than 2.90 E-04/FH, 

• SR-AC-39: the likelihood of a lost message [single aircraft] due to aircraft systems shall be less than  
7.00 E-05/FH, 

• SR-AC-40: the likelihood of a misdirected message [single aircraft] due to aircraft systems shall be less than 
2.90 E-04/FH, 

• SR-AC-43: the likelihood of the undetected delay of a message [single aircraft] due to aircraft systems shall 
be less than 1.40 E-06/FH, 

• SR-AC-44: the likelihood of the undetected generation of a spurious message [single aircraft] due to aircraft 
systems shall be less than 7.00 E-07/FH, 

• SR-AC-46: the likelihood of the detected misdirection of a message [single aircraft] due to aircraft systems 
shall be less than 2.90 E-06/FH. 

 

The potential causes for this failure condition to occur are: 

• The End System misbehaves, after having checked the end to end integrity, when processing it, 
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• The End System is unable to detect an unexpected message, 

• The Routing System misbehaves, 

• The Communication System misbehaves. 

 

The figure below provides the fault tree for this failure condition and allocation to the system 
components (the chosen repartition is 1% undetected and 99% detected and 59.6% for end system, 
20.2%for routing system and 20.2% for communication system): 

Unexpected
datalink message

1.00 E-03/FH

FC3

Undetected Malfunction of the Data Routing
System or Data Communication System

2.00 E-07/FH

Undet_Malfunct_Data_Rou_Sys_ComSys

Malfunction of the AC
Systems

9.90 E-04/FH

Malfunct_AC_System

Malfunction of the End
System

5.90 E-04/FH

Malfunction_End_System

Loss of End System malfuncttion
Detection Mean
2.00 E-04/FH

Malfunction_Det_Mean_Failure

Malfunction of the Data Communication
System

200 E-04/FH

Malfunction_Communication_System

Malfunction of the Data Routing
System

2.00 E-04/FH

Malfuncion_Routing_System

Detected unexpected dataink
message

9.90 E-04/FH

Det_Unexpected_DL_Message

Malfunction of he Data Communication
System

2.00 E-04/FH

Malfunction_Communication_System

Malfunction of the Data Routing
System

2.00 E-04/FH

Malfunction_Routing_System

Malfuncion of the End
System

5.90 E-04/FH

Malfuncion_End_System

Undetected unexpected datalink
message

1.00 E-05/FH

Undet_Unexpected_DL_Message

Undetected malfunction of the
End System

9.80 E-06/FH

Undet_Malfunct_End_System

 
Figure 32 : AC Unexpected datalink message fault tree. 

 

The following Safety Requirements have been identified to be applicable to the End System: 

• SR-ES-10: the likelihood that the datalink End System spontaneously generates, delays, losses or 
misdirects a message (downlink or uplink) shall be less than 5.90 E-04/FH, 

• SR-ES-11: the likelihood that the datalink End System fails to detect an unexpected message (downlink or 
uplink) shall be less than 2.00 E-04/FH, 

• SR-ES-12: the likelihood of an undetected unexpected datalink message (downlink or uplink) due to the End 
System shall be less than 9.80 E-06/FH. 

 

The following Safety Requirements have been identified to be applicable to the Routing System: 

•  SR-RS-04: the likelihood that the Routing System spontaneously generates, delays, losses or misdirects a 
message (downlink or uplink) shall be less than 2.00 E-04/FH. 

 

The following Safety Requirements have been identified to be applicable to the Communication 
System: 

•  SR-CS-04: the likelihood that the Communication System spontaneously generates, delays, losses or 
misdirects a message (downlink or uplink) shall be less than 2.00 E-04/FH. 
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• SR-ES-34: the DATALINK End System shall be capable to send an indication to ground system whenever a 
message is discarded, 

• SR-ES-35: the DATALINK End System shall include in each ADS report the time at position within one ± 
second of the UTC time the aircraft was actually at the position provided in the report, 

• SR-ES-36: the DATALINK End System shall indicate in each response to which message it refers, 

• SR-ES-37: the DATALINK End System shall process the route information contained with the route 
clearance uplink message received from the ATSU, 

• SR-ES-38: the DATALINK End System shall provide an indication to the flight crew when a CPDLC 
connection for a given aircraft-ATSU pair is established, 

• SR-ES-39: the DATALINK End System shall provide to the ATSU an indication when the aircraft system 
rejects a CPDLC connection request initiated by the ATSU, 

• SR-ES-40: the DATALINK End System shall provide to the flight crew an indication of the ATSU that has 
established CPDLC service, 

• SR-ES-41: the DATALINK End System shall provide unambiguous and unique identification of the origin 
and destination of each message it transmits, 

• SR-ES-42: the DATALINK End System shall reject operational CPDLC messages from an ATSU that is not 
the current ATC Data Authority (CDA), 

• SR-ES-43: the DATALINK End System shall time stamp to within one second UTC each message when it is 
released for onward transmission, 

• SR-ES-44: the DATALINK End System shall use the actual route of flight computed by the aircraft system 
for ADS-C reports sent to the ATSU, 

• SR-ES-45: the DATALINK End System shall discard the message and send an indication to the ATSU when 
a received message contains a time stamp in order than the current time minus ETTRN, 

• SR-ES-46: the DATALINK End System shall notify the flight crew when an indication from the ATSU 
indicating that a message has been discarded, has been received, 

• SR-ES-47: the DATALINK End System shall indicate in each ADS-C report the unique reference identifier 
provided by the ATSU when the contract was established, 

• SR-ES-48: the DATALINK End System shall be capable of detecting errors in uplink messages that would 
result in mis-delivery introduced by the communication service. 

 

The following Safety Requirements have been identified to be applicable to the Routing System: 

• SR-RS-06: the DATALINK Routing System shall be capable of detecting errors in uplink messages that 
would result in corruption introduced by the communication service, 

• SR-RS-07: the DATALINK Routing System shall discard any corrupted message, 

• SR-RS-08: the DATALINK Routing System shall indicate to the flight crew a detected loss of any service, 

• SR-RS-09: the DATALINK Routing System shall indicate to the flight crew when a message cannot be 
successfully transmitted, 

• SR-RS-10: the DATALINK Routing System shall prevent the release of responses to clearances without 
flight crew action, 

• SR-RS-11: the DATALINK Routing System shall prohibit operational processing by flight crew of corrupted 
messages, 

• SR-RS-12: the DATALINK Routing System shall prohibit to the flight crew operational processing of 
messages not addressed to the aircraft, 

• SR-RS-13: the DATALINK Routing System shall reject messages not intended for itself, 

• SR-RS-14: the DATALINK Routing System shall respond to messages in their entirety or allow the flight 
crew to do it, 

• SR-RS-15: the DATALINK Routing System shall provide a means of enhancing flight crew awareness for 
when to execute a clearance containing a deferred action when the associated condition is met (i.e. 
based on a level, time or position), 
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5.2.4.1 Transaction Time (Continuity) 
The performance requirements regarding transaction time of message by aircraft system are: 

• The maximum transaction time (one way) in aircraft shall be less than 5 seconds for any 
messages (PR_AC_02); 

• The nominal transaction time (one way) in aircraft shall be less than 3 seconds for any 
messages (PR_AC_04); 

• The continuity of the AC system shall be more than 0.999. 

 

Transaction time is allocated on the different components using arithmetic distribution. The following 
table presents the result of this allocation. 

Objective (one way 
transmission) 
(downlink or uplink) 

End 
System 

Interface between 
End and Routing 
Systems 

Routing 
System 

Interface between 
Routing and 
Communication Systems 

Communication 
System 

Nominal: 3 sec 1.5 sec 0.25 sec 0.5 sec 0.25 sec 0.5 sec 

Maximum: 5 sec 2.25 sec 0.5 sec 0.75 sec 0.5 sec 1 sec 

 

The following Performance Requirements have been identified to be applicable to the End System: 

• PR-ES-01: The nominal delay introduced by the End System for a one way transmission (downlink or 
uplink) shall be less than 1.5 second, 

• PR-ES-02: The maximum delay introduced by the End System for a one way transmission (downlink or 
uplink) shall be less than 2.25 seconds, 

• PR-ES-05: the continuity of the End System shall be more than 0.999 

 

The following Performance Requirements have been identified to be applicable to the Routing 
System: 

• PR-RS-01: The nominal delay introduced by the Routing System including interface delays for a one way 
transmission (downlink or uplink) shall be less than 1 second, 

• PR-RS-02: The maximum delay introduced by the Routing System including interface delay for a one way 
transmission (downlink or uplink) shall be less than 1.75 seconds, 

• PR-RS-05: the continuity of the Routing System shall be more than 0.999 

 

The following Performance Requirements have been identified to be applicable to the Communication 
System: 

• PR-CS-01: The nominal delay introduced by the Communication System for a one way transmission 
(downlink or uplink) shall be less than 0.5 second, 

• PR-CS-02: The maximum delay introduced by the Communication System for a one way transmission 
(downlink or uplink) shall be less than 1 seconds, 

• PR-CS-05: the continuity of the Communication System shall be more than 0.999 

 

5.2.4.2 Availability 
The performance requirements regarding availability of aircraft system is: 
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6 Definition of safety and performance requirements 
applicable to the communication ground system 

This chapter is based on the document [4]. 

Note, however, that despite acknowledging the applicability of (EC) No 482/2008, document [4] does 
not take it into account when assigning Assurance Levels. Where AL5 was allocated, AL4 should be 
used. Assurance Level AL4 provides more evidence than Software Level D in the airborne 
environment, but less that Software Level C, which is equivalent to Assurance Level AL3. 

AL5 does not require requirements to be verifiable; neither does it require checks that algorithms are 
accurate, nor test procedures are correct. It does not require test results to be checked, nor 
discrepancies in them to be explained. So, given that, it is not feasible to provide an assurance 
argument, to the satisfaction of a National Supervisory Authority, that, for example, 'safety 
requirements are adequately satisfied and they are traceable to the level at which satisfaction is 
demonstrated'. The evidence set of AL4 does allow this argument to be made. 

 

6.1 Functional description of the ground system 
The ATSP system as referred to in this document includes all sub-systems associated data 
communications on ground. 

For the purpose of this analysis, it will be considered that the ATSP is made up of: 

• Air Ground Communications System Provision (ACSP); 

• Air Traffic Service Unit (ATSU). 

 

The Air Ground Communications System Provision part of the ATSP system considered for the 
purpose of this section includes: 

• SBB Space Segment; 

• SBB Ground Segment; 

• ATN Gateway; 

This set of components is called “ACSP” thereafter. 

 

The Air Traffic Service Unit part of the ATSP system considered for the purpose of this section 
includes: 

• Multiple ATSU systems. 
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Loss of datalink
capabil ty

2.00 E-05/H

FC4

Detected loss of
datalink capability

1.00 E-05/H

Det_Loss_DL_Capa

Undetected loss of
datalink capabil ty

1.00 E-05/H
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Detected loss of Datalink
capability due to ATSU

5.00 E-06/H

Det_Loss_Data_ATSU

Detected loss of Datalink
capability due to ACSP System

5.00 E-06/H

Det_Loss_Data_ACSP_System

Undetected loss of the datalink
capability due to Ground

Systems
1.00 E-07/H

Undet_Loss_DL_GD_System

Detected loss of datalink
capability

1.00 E-05/H

Det_Loss_DL_Capa_2

Detected loss of Datalink
capab lity due to ATSU

5.00 E-06/H

Det_Loss_Data_ATSU

Detected loss of Data ink
capability due to ACSP System

5.00 E-06/H

Det_Loss_Data_ACSP_System

Unavailab lity of ATSU
Loss Detection Mean

1.00 E-03/H

Loss_Det_Mean_Failure

Undetected loss of Datalink
capability due to ATSU

5.00 E-06/H

Undet_Loss_Data_ATSU

Undetected loss of Datalink
capability due to ACSP system

5.00 E-06/H

Undet_Loss_Data_ACSP_System

 
Figure 34 : Loss of ATSP datalink capability fault tree. 

 

The following Safety Requirements have been identified to be applicable to the ACSP System: 

• SR-SP-01: the likelihood that the datalink ACSP System is unavailable (detected) shall be less than  
5.00 E-06/H, 

• SR-SP-02: the likelihood that the datalink ACSP System is unavailable (undetected) shall be less than  
5.00 E-06/H, 

 

The following Safety Requirements have been identified to be applicable to the ATSU: 

•  SR-SU-01: the likelihood that the Datalink ATSU is unavailable (detected) shall be less than 5.00 E-06/H, 

•  SR-SU-02: the likelihood that the Datalink ATSU is unavailable (undetected) shall be less than  
5.00 E-06/H, 

•  SR-SU-03: the likelihood that the loss of ADS-C ground systems is detected shall be less than  
5.00 E-04/H, 

•  SR-SU-04: the likelihood that the loss of ADS-C ground systems is undetected shall be less than  
5.00 E-06/H, 

•  SR-SU-05: the likelihood that the CPDLC ground system is unavailable shall be less than 5.00 E-04/H. 

 

6.2.2.3 Erroneous datalink message 
The safety requirements regarding corruption of datalink ground system are: 

•  SR-GD-53: the likelihood of the detected corruption of a message [single aircraft] due to ground systems 
shall be less than 1.0E-05/H. 

•  SR-GD-64: the likelihood of the undetected corruption due to incorrect data [single aircraft] provided by 
ATSP shall be less than 1.0E-07/H. 

• SR-GD-66: the likelihood of the undetected corruption of a message [single aircraft] due to ground systems 
shall be less than 1.0E-07/H. 

•  SR-GD-74: the likelihood that the ATSP provides incorrect data [single aircraft] shall be less than  
1.0E-05/H. 
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The potential causes for this failure condition to occur are: 

• The ATSU is unable to detect a corrupted message. 

• The ATSU corrupts the message, after having checked the end to end integrity, when 
processing it. 

 

The figure below provides the fault tree for this failure condition and allocation to the system 
components (the chosen repartition is 1% undetected and 99% detected, equipartition between ATSU 
and incorrect data provided by ATSU): 

Erroneous dataink
message

1.00 E-03/H

FC5

Detected erroneous
datalink message

990 E-04/H

Det_Err_DL_Message

Detected datalink
message corrupted

by he ATSU
4.95 E-04/H

Corruption_ATSU

Corrupted datalink
message due to incorrect
data provided by ATSU

4.95 E-04/H

Corrupion_Incor_ATSU

Undetected dataink
message corrupted by

the ATSU
4.90 E-06/H

Undet_Corrupt_ATSU

Undetected erroneous
dataink message

1.00 E-05/H

Undet_Err_DL_Message

Undetected Corrupted dataink
message due to incorrect data

provided by ATSU
4.90 E-06H

Undet_Corrupt_Incor_ATSU

Undetected corruption of the
datalink message due to incorrect
data provided by Ground systems

1.00 E-07/H

Undet_Corrup_Incor_GD_System

Loss of ATSU System Corruption
Detection Mean

2.00 E-04/H

Corruption_Det_Mean_Failure

Undetected corruption of the
dataink message due to Ground

Systems
1.00 E-07/H

Undet_Corrup_DL_GD_System

Detected dataink
message corrupted

by the ATSU
4.95 E-04/H

Corruption_ATSU

Loss of ATSU System Corruption
Detection Mean

200 E-04/H

Corruption_Det_Mean_Falure

Corrupted dataink
message due to incorrect
data provided by ATSU

4.95 E-04/H

Corruption_Incor_ATSU

 
Figure 35 : ATSP Erroneous DATALINK message fault tree. 

 

The following Safety Requirements have been identified to be applicable to the ATSU: 

•  SR-SU-06: the likelihood that the DATALINK ATSU corrupts DATALINK message (downlink or uplink) 
shall be less than 4.95 E-04/H, 

•  SR-SU-07: the likelihood that the corruption of a datalink message (downlink or uplink) due to incorrect 
data provided by the ATSU shall be less than 4.95 E-04/H, 

•  SR-SU-08: the likelihood that the DATALINK ATSU fails to detect a corrupted message (downlink or 
uplink) shall be less than 2.00 E-04/H, 

• SR-SU-09: the likelihood of an undetected corrupted datalink message (downlink or uplink) due to the 
ATSU shall be less than 4.90 E-06/H. 

•  SR-SU-10: the likelihood of an undetected corrupted datalink message (downlink or uplink) due to 
incorrect data provided by the ATSU shall be less than 4.90 E-06/H, 

 

6.2.2.4 Unexpected datalink message 
The safety requirements regarding availability of aircraft communication systems are: 

• SR-GD-52: the likelihood of a delayed message [single aircraft] due to ground systems shall be less than 
1.4E-04/H, 

• SR-GD-54: the likelihood of the detected delay of a message [single aircraft] due to ground systems shall be 
less than 1.4E-04/H, 



Project ID 15.02.404. 
D03 - IRIS Precursor Security, Safety and Performance Analysis  Edition: 01.00.00 

 171 of 195 
 

• SR-GD-55: the likelihood of the detected generation of a spurious message [single aircraft] due to ground 
systems shall be less than 7.0E-05/H, 

• SR-GD-59: the likelihood of the detected misdirection of a message [single aircraft] due to ground systems 
shall be less than 2.9E-04/H, 

• SR-GD-62: the likelihood of a lost message [single aircraft] due to ground systems shall be less than  
7.0E-05/H, 

• SR-GD-63: the likelihood of a misdirected message [single aircraft] due to ground systems shall be less 
than 2.9E-04/H, 

• SR-GD-67: the likelihood of the undetected delay of a message [single aircraft] due to ground systems shall 
be less than 1.4E-06/H, 

• SR-GD-68: the likelihood of the undetected generation of a spurious message [single aircraft] due to ground 
systems shall be less than 7.0E-07/H, 

• SR-GD-72: the likelihood of the undetected misdirection of a message [single aircraft] due to ground 
systems shall be less than 2.9E-06/H. 

 

The potential causes for this failure condition to occur are: 

• The ATSU misbehaves, after having checked the end to end integrity, when processing it, 

• The ATSU is unable to detect an unexpected message, 

 

The figure below provides the fault tree for this failure condition and allocation to the system 
components (the chosen repartition is 1% undetected and 99% detected): 

Unexpected
datalink message

100 E-03/H

FC6

Undetected Malfunction of the Data
ATSU

200 E-07/H

Undet_Malfunct_Data_ATSU

Malfunction of he ATSU
990 E-04/H

Malfunction_ATSU

Loss of ATSU malfuncttion
Detection Mean

200 E-04/H

Malfuncton_Det_Mean_Failure

Malfunction of the ATSU
990 E-04/H

Malfuncton_ATSU

Undetected unexpected datalink
message

100 E-05/H

Undet_Unexpected_DL_Message

Undetected malfunction of the
ATSU

980 E-06/H

Undet_Malfunct_ATSU

 
Figure 36 : ATSP Unexpected datalink message fault tree. 

 

The following Safety Requirements have been identified to be applicable to the ATSU: 

• SR-SU-11: the likelihood that the datalink ATSU spontaneously generates, delays, losses or misdirects a 
message (downlink or uplink) shall be less than 9.90 E-04/H, 

• SR-SU-12: the likelihood that the datalink ATSU fails to detect an unexpected message (downlink or uplink) 
shall be less than 2.00 E-04/H, 
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The following Safety Requirements have been identified to be applicable to the ACSP System: 

• SR-SP-04: the DATALINK ACSP System contribution to the establishment of a service shall permit that this
service will be established in a sufficient time to be available for operational use, 

• SR-SP-05: the DATALINK ACSP System shall be notified of planned outage of a service sufficiently ahead
of time. 

The following Safety Requirements have been identified to be applicable to ATSU: 

• SR-SU-15: the DATALINK ATSU contribution to the establishment of a service shall permit that this service
will be established in a sufficient time to be available for operational use, 

• SR-SU-16: the DATALINK ATSU shall permit services only when there are compatible version numbers,

• SR-SU-17: the DATALINK ATSU shall provide an indication to the controller when a downlink message,
requiring a response, is rejected because no response is sent by the controller within the required time 
(ETRESPONDER), 

• SR-SU-18: the DATALINK ATSU shall process the message without affecting the intent of the message,

• SR-SU-19: the DATALINK ATSU shall be notified of planned outage of a service sufficiently ahead of time,

• SR-SU-20: the DATALINK ATSU shall only establish and maintain CPDLC services when the aircraft
identification (either the Registration Marking or the 24-bit Aircraft Address) in data link initiation 
correlates with the ATSU’s corresponding aircraft identification in the current flight plan, 

• SR-SU-21: the DATALINK ATSU shall uniquely identify each uplink message for a given aircraft-ATSU pair,

• SR-SU-22: only the DATALINK ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall
be permitted to send a Next Data Authority (NDA) message to the aircraft, 

• SR-SU-23: the DATALINK ATSU shall use unique and unambiguous aircraft identifiers for data link initiation
correlation (e.g. the Aircraft Identification and either the Registration Marking or the Aircraft Address), 

• SR-SU-24: the DATALINK ATSU shall display the indication provided by the aircraft system when a CPDLC
connection request initiated by the ground system or the controller is rejected, 

• SR-SU-25: the DATALINK ATSU shall provide to the aircraft system an indication when the ATSU rejects a
data link initiation request (logon) initiated by the flight crew, 

• SR-SU-26: the DATALINK ATSU shall be able to determine the message initiator,

• SR-SU-27: the DATALINK ATSU shall request similar information with a demand report, when the ATSU
receives a report that has been corrupted, 

• SR-SU-28: the DATALINK ATSU shall be capable of detecting errors in downlink messages that would
result in corruption introduced by the communication service, 

• SR-SU-29: the DATALINK ATSU shall provide unambiguous and unique reference identifier in each ADS
contract it sends to the aircraft, 

• SR-SU-30: the DATALINK ATSU shall detect the absence of a periodic report per the established ADS-C
contract then request similar information with a demand report, 

• SR-SU-31: the DATALINK ATSU shall correlate each ADS-C report with the contract that prescribed the
report, 

• SR-SU-32: the DATALINK ATSU shall discard any corrupted message,

• SR-SU-33: the DATALINK ATSU shall display the indication provided by the aircraft system when an ADS-
C contract request initiated by the ground system or the controller is rejected, 

• SR-SU-34: the DATALINK ATSU shall indicate in each response to which messages it refers,

• SR-SU-35: the DATALINK ATSU shall indicate to the controller a detected loss of any service,

• SR-SU-36: the DATALINK ATSU shall indicate to the controller the absence of a periodic report per the
established ADS-C contract, 

• SR-SU-37: the DATALINK ATSU shall indicate to the controller when a message cannot be successfully
transmitted, 
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• SR-SU-38: the DATALINK ATSU shall indicate to the controller when a required response for a message
sent by the ATSU is not received within the required time (ETTRN), 

• SR-SU-39: the DATALINK ATSU shall make the controller aware of any operational message being
automatically or manually released, 

• SR-SU-40: the DATALINK ATSU shall only establish and maintain ADS-C services when the aircraft
identification (either the Registration Marking or the 24-bit Aircraft Address) in data link initiation 
correlates with the ATSU’s corresponding aircraft identifiers in the current flight plan, 

• SR-SU-41: the DATALINK ATSU shall only send operational messages to an aircraft when provision of the
service has been established with that aircraft, 

• SR-SU-42: the DATALINK ATSU shall perform the correlation function again with any change of the flight
identification or aircraft identification (either the registration marking or the 24-bit aircraft address), 

• SR-SU-43: the DATALINK ATSU shall prohibit operational processing by the controller of a corrupted
report, 

• SR-SU-44: the DATALINK ATSU shall prohibit to the controller operational processing of messages not
addressed to the ATSU, 

• SR-SU-45: the DATALINK ATSU shall provide an indication to the controller when a CPDLC connection for
a given aircraft-ATSU pair is established, 

• SR-SU-46: the DATALINK ATSU shall provide an indication to the controller when an ADS-C contract is
established, 

• SR-SU-47: the DATALINK ATSU shall be capable of detecting errors in downlink messages that would
result in mis-delivery introduced by the communication service, 

• SR-SU-48: the DATALINK ATSU shall provide unambiguous and unique identification of the origin and
destination of each message it transmits. 

• SR-SU-49: the DATALINK ATSU shall be capable to send an indication to the aircraft system whenever a
message is rejected by the ATSU, 

• SR-SU-50: the DATALINK ATSU shall reject messages not addressed to itself,

• SR-SU-51: the DATALINK ATSU shall replace any previously held application data relating to an aircraft
after a successful DLIC initiation function, 

• SR-SU-52: the DATALINK ATSU shall respond to messages in their entirety,

• SR-SU-53: the DATALINK ATSU shall only send operational messages to an aircraft when provision of the
service has been established with the aircraft, 

• SR-SU-54: the DATALINK ATSU shall send the route information with the route clearance uplink message,

• SR-SU-55: the DATALINK ATSU shall time stamp to within one second UTC each message when it is
released for onward transmission, 

• SR-SU-56: the DATALINK ATSU shall transmit messages to the designated aircraft system,

• SR-SU-57: the DATALINK ATSU shall use ADS-C reports to conform the route of flight to the ATSU current
flight plan, 

• SR-SU-58: the DATALINK ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall
establish an ADS-C contract with the aircraft, 

• SR-SU-59: the DATALINK ATSU shall check the correctness and the appropriateness of every ADS-C
report received, 

• SR-SU-60: the DATALINK ATSU shall check the correctness and the appropriateness of every ATC
message received and of every message before sending to the flight crew, 

• SR-SU-61: the DATALINK ATSU shall respond or act in timely manner to meet the RCP specification for the
concerned ATS function, 

• SR-SU-62: the DATALINK ATSU shall take appropriate action when indicated the aircraft system discarded
a message whose time stamp exceeds the ETTRN, 

• SR-SU-63: the DATALINK ATSU shall display the emergency message to the controller, when the ATSU
receives an emergency message whose time stamp is older than the current time minus ETTRN, 
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8 Security Analysis 
The security analysis was performed and led by Inmarsat under ESA Iris Precursor project. SESAR 
15.02.05 project was involved in the security activity as reviewer. 

The security analysis and the conclusion are compiled in the referenced document below: 

- [8] Iris Precursor – System Security Technical Note – IrisPre-C-GS-TN-0019-INM V1.1 July
23, 2015 

This document will only be available upon request to SESAR JU directly and sharing is limited by 
contractual agreement between ESA and SESAR. 
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Appendix A : Hazard Classification Matrix (ED78A [5]) 
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